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[Dis]Connected

KasyanbHag urpa o6 IT-6esonacHocTn, co3gaHHas
«JlabopaTopwmein Kacnepckoro»

LindpoBble TexHONOrMnN CTpEMUTENBHO Pa3BMBaIOTCS M BCE MMy6XKe NPOHMKAIOT B Hally XU3Hb. CoBpeMeHHble
TEXHONOrMM OTKPbIBAIOT HOBblE BO3MOXHOCTU, MOMOraloT COKpallaTh pacxofbl, BbIXOAUTb Ha HOBbIE PbIHKU
1 npeanaraloT MHOXeCTBO APYrnx npenmyecTs. Ho UTo6bl M3BNEYb MaKCUMYM MOJb3bl U3 UHHOBALMIA,
Heob6xoAuMbI 3HaHUS N NpaKTUYeCcKNe HaBblkn B o6nacTn kubepbesonacHocTu.

[Mouemy Hawm TpeHUHrn NnpoxoaaT B uUrposom popmarte?

AKTYyanbHOCTb TPEHUHIOB
no IT-6esonacHocTn

70% komnaHwmii
paspabaTbiBaloT cTpaTeruio LbpoBoii
TpaHcdopmMauum Unu yxke BHeapunm ee*

42% pecnoHAEeHTOoB 13 KOMMaHUiA co
wTaTtom cebiwe 1000 yenosek oTMeTUNN,
YTO BONBLINHCTBO TPEHWHIOB, KOTOPbIE
OHW NPOXOANNIN, OKa3anncb 6ecronesHbIMm
N HEMHTEepPEeCHbIMU™**

73% CcOTpPYLHNKOB HE MPOXOANIN TPEHNHIOB
B o6nacTu Vb nocne nepexona Ha
yoaneHHyto paboTy***

Digital Transformation Survey

(«O630p TeHAeHUWI B oBnacTu

undposoit TpaHchopmaumm»), Tech Pro

The digital talent gap (<HexsaTka TanaHToB

B UmdpoBoii HaycTpum»), Capgemini Consulting

*** How COVID-19 Changed the Way People
Work («Kak COVID-19 noenusn Ha paboyee
npocTpaHcTBOY), «JlaBopaTtopus Kacnepckoro»

XOTs MHOFMe KoMMiaHun npoBoOOAT MB—TpeHVIHI'I/I Onga COTpyaoHUKOB, UX yCUNNg 4acTo
He NMPUHOCAT I'IpaKTI/IL-leCKOIZ NOJib3bl: COTPYAHNKN HE 3aHTEpEeCOBaHbl B MPOXOXAEHNN
TPEHUHIOB, HE CTPEMATCA NPVMEHATb HOBbl€ HaBblK/ I MEHATb CBOE NoBeaeHne.

Kak sauHTepecoBaTb COTPyAHMKOB Bonpocamu kubepb6esonacHocTn?
Kak no6yanTb nx n13aMmeHNTb NoBeAeHNE U Ha4aTb MCNONb30BaTh
HaBbIKW, NOJTy4YeHHble BO BpeMsl TpeHuHra?

LieHHOCTb Tex Unu UHbIX HaBbIKOB CTAHOBUTCS OYEBUAHOA, €CIN Mbl ICMONb3YeM NX

B Xn3HW. Ho koraa peno kacaeTcs knbepbe3onacHoOCTH, 0byyeHre Ha COBCTBEHHbIX
owmbKax MOXeT 0BOWTUCH CULLIKOM Oporo. B aTom criyyae Ha NoMOLLb NprxoaaT
CYIMYNSLN N UTPOBbIE METOAbI. TPEHUHT B UTPOBOM bopMaTe NO3BONSET KMPOXUTbY
CUTYaLMIo 1 YBUAETb ee NocneacTBus 6e3 yuepba Ang cebs n KomnaHuu.



HoBbilh nopxop k nepepaye 3HaHnii B cdepe IT-6ezonacHocTu

Morpy>eHue B mup [Dis]connected — aTo urpa, cospaHHas «JlabopaTtopuein Kacnepckoro», koTopas
KnbGepbesonacHocTh rmomoraeT y4YacTHUKaM NMPOHUKHY TbCS naesmMmn knbepbe3onacHoOCTU, MOBbILLAET UX
Otnpasbteck B Gyayliee v ysHaiiTe, kak BOBNEYEHHOCTb U MHTepec K VIB-Bonpocam 1 nomoraeT 3akpenuTb N3y4YeHHbIn MaTepuarn.

KI/I6ep6eSOI'IaCHOCTb BNFET Ha Hally XN3Hb

[DisJconnected — HeoTbemnemas YacTb MPOrpPamMm NoBbILLEHVSI OCBELAOMIIEHHOCTH
B obnacTu IT-6esonacHocTu. Vrposoli dopmaT, 0cobeHHO B coueTaHnu ¢ Apyrumm
dopmMaTaMm TPEHNHIOB, — 3TO caMmblil 9 deKTUBHLIM cnocob chopmmnpoBaThb

Y COTPYAHVKOB HaBblk/ 6e30MacHOro NoBeaeHus.

Bo Bpems nrpbl Bam Hy>XHO ByaeT pewmnTb
18 3apau Ha pasHble TeMbl B 06nacTu
IT-BesonacHocTu:

Maponu un yyeTHble 3anncu
OneKTpoHHas noyTa

Pa6oTa B MHTEepHeTe " o
CouunanbHblie CETU U MeCCEeHAXKepPbI HTepec/ UL EE] TpeHuHr
SawuTa KomnbloTepa moTuBaLus Todka

Mo6unbHble ycTpoiicTBa

Linkn HenpepbIBHOrO NOTyYeHVs 3HaHWIA

— 3ayeM MHe 37O — Ectbny mehs — KopoTkue - Bce nu mHe noHsaTHO?
HY>HO? 3HaHVs B 3TOl 3aHATMS — Bce nu 9 3anomnun(-a)?
Lienesas ayanTopma: HaLMoHanbHble — OcwmbicneHvie obnacTtn? — HenpepbiBHoe — MpaBunbHO N
MPOEKTbI, KPYMHbIEe NPEeAnpUITAS U T. 4, — Yto 9 3Hato 1 kakune obyueHne a neiicTayto?
18+ npo6ersbl Hy>HO — ApanTuBHOCTb
BOCMONHUTBL?

WrpaTb MmoxHo Ha K n cmapTdoHax Android

o MoeblweHne knbeprpamoTHocTn B popme
POAOIKMNTENIbBHOCTb Urpbl: HECKONbKO

CEeaHCOB Mo 3—7 MUHYT, B LIe/TOM MPUMEPHO aneKaTeanoro KBecTa

60 MyHYT

MorpyanTech B UrPOBOI MUP 1 y3HaliTe, kak Kubepbe3onacHOCTb MOXET NU3MEHUTb
HaLUy XW3Hb.

Nrpokam npepcTonT NnpoBecTyr Hegento B ByayLiem. HecMoTps Ha TeXHONOrMyeckui
nporpecc, NoBefeHNe Mol He N3MEHNIOCh — OHU CTasKMBAIOTCS BCE C TEMU

e npoBnemamu 1 CoBepLLaloT Te Xe ownbku. Kak nx pelueHns BInSoT Ha
nHdOopMaLMOHHYI0 6e30MacHOCTb — N HAO6OPOT?

3arnsHnTe B MUP Hefanekoro GyayLero v NoMoruTe nepcoHaxy B paboTe, IMYHOW
XN3HW 1 6opb6e C TaHCTBEHHLIMU 3710y MbILLIEHHKAMU.

MonHoe norpy>xeHne
B ctoxeT nrpbl BCTPOEHbI 3NeMeHTbI TPEHUHra no knbepbesonacHocTn. OHa
MoKasblBaeT, KaK HalUW PeLleHNs MOMOratoT UM MeLaloT AOCTUXEHIO Lieneii.

Bnaropaps BCTpoOeHHOI aMynsLmMm NPUIOXEHWI — MECCEHXEPOB, OHNaNH-BaHKoB
N T. 4. — BCE BbIMSIANT OYEHb NPaBAOMNOA06HO.

Bawn peweHnd — salla nctopuda
Bce pelueHns nrpoka B3aMMocBsi3aHbl U ONpefensioT, Kak ByaeT pa3BnBaTbCS 1 YeM
3aKOHUNTCS CIOXKET.

OLl,eHKa nony4YeHHbIX HaBblKOB

B KoHLe Nrpbl y4aCTHUKN BUAST, HACKOMNBKO YCMELIHO OHY CPaBUANCh C MPOEKTOM,
UTO MPOVCXOANT B XU3HW NMEePCOoHaXxa 1 LOCTATOYHO /N UX HABLIKOB A1 6e30MacHoOCTU
ceroaHs 1 B 6yayLiem.



Kaspersky Security Awareness — cMCTEMHbIN NOAXOA,
K TpeHuHram B cpepe IT-6ezonacHocTn

KnioueBble oco6eHHOCTH

Fny6okue 3HaHus B o6nactu
kub6ep6ezonacHocTn

Bonee 20 net onbiTa B 3TOM cdepe
Nerny B OCHOBY HaLLNX KYPCOB

Hagbikn, koTopble MeHsIOT NoBeaeHue
COTPYAHMKOB Ha BCEX YPOBHAX
opraHusauum

WrpoBoii popmaT TPEHNHIoB moMoraeT
3anHTepecoBaTb M MOTUBMPOBaTL
COTPYAOHVIKOB, @ YNpaXXHEHNS No3BONAOT
3aKpennsiTb NOMyYeHHbIe HaBbIKM

Kaspersky Security Awareness npefnaraeT psif, UHTEPECHbIX N 3P PEKTUBHBIX
KYPCOB ANS NOBbILLEHNS OCBEAOMNEHHOCTY COTPYAHNKOB 1 CO34aHNS KyNbTYpb
KnbepbesonacHOCTM B opranmsaumnm. Nockonbky ans GopMUpoBaHns yCTONRUMBBIX
HaBbIKOB 6€30MacHOro NoBeAeHWS TPebyeTCs BpeMs, Hall MOAXOA NOApa3yMeBaeT
HenpepbIBHbIV U MHOTOKOMMOHEHTHbI LK.

PasHble popmaTbl TPEHMHIOB A1 pa3HbIX YPOBHEW
opraHusauuu

BbibepuTe 0guH TPEHWHT ANS PELlEeHNs KOHKPETHO 3aaayn 6e3onacHoCTU
NN NpUoBpeTrTe NakeT TPEHNHIOB, KOTOPbIA MOXHO afanTuPoBaTh NOA Balln
NoTPEBHOCTN N NPUOPUTETBI.

Monpo6Hasg nHdopmauma o NakeTax TPEHVHIoB Ha caliTe: kaspersky.ru/awareness
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https://www.kaspersky.ru/enterprise-security/security-awareness

Kaspersky Security Awareness: kaspersky.ru/enterprise-security/
security-awareness
HoBocTun IT-6e3onacHocTu: kaspersky.ru/blog/category/business/
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